Configuring Allbound for WorkRamp as SP

First we need to add a new SP to our settings in Allbound. In order to do so we need to navigate

to our SSO settings page by going to Allbound Settings -> SSO.
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Once there, click on “Add New Connection.”
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Allbound Settings » Sso

SAML SSO Connections
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There are currently no SAML connections configured
Click the button below to add your first connection
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Then click “Create SP To Connect To” under “Allbound As Identity Provider (IDP).”

Stephen

e 54 Allbound 120 POINTS

Allbound Settings » Sso

~ Create SAML SSO Connection

ALLBOUND AS SERVICE PROVIDER (SP)

In this scenario, Allbound will be acting as the service provider,
allowing users to SSO from Allbound into other systems

ALLBOUND AS IDENTITY PROVIDER (IDP)

In this scenario, Allbound will be acting as the identity provider,
allowing users to S50 from Allbound into other systems

Once on the “IDP Edit” screen, give the IDP a Name and Description.

SAML | Configure SAML SSO Connection
Name
6]
Description
Login URL Logout URL
Assertion URL Issuer ID

Audience Restriction ertificate
INew Certificate
] Enable RelayState in query param

Name ID Format

Transient v

Additional Payload Info
Key Value

CONFIGURE AVAILABLE ATTRIBUTES
Attribute Value Attribute Key

UPDATE SETTINGS

Login URL: This value is from WorkRamp and is required. This can be found in the WorkRamp
metadata XML file as the AssertionConsumerService value. If there are multiple
AssertionConsumerService attributes in the metadata file, use the one with the “HTTP-POST”

binding. The value should be your WorkRamp URL with “/saml/consume” at the end.



Assertion URL: This value is from WorkRamp and is required. This can be found in the
WorkRamp metadata XML file as the AssertionConsumerService value. If there are multiple
AssertionConsumerService attributes in the metadata file, use the one with the “HTTP-POST”

binding. The value should be your WorkRamp URL with “/saml/consume” at the end.

AT TN ER eifelaK This value is from WorkRamp and is required. This will be referred to as
the Entity ID in your metadata file. The value should be your WorkRamp URL with

“/saml/metadata” at the end.

Wole[olNj88I2E This value is from WorkRamp but is required. This is found in the metadata file as
the SingleLogoutService. The value should be your WorkRamp URL with “/saml/consume” at

the end.
This field is your Allbound portal URL and filled in by default.

LG ENeEIgiileEIER This value is generated by Allbound to be shared with WorkRamp. Upon
creation of the connection, ensure that the check box to “Generate a new certificate” is checked

and it will generate upon saving.

Name ID Format: This value needs to be set to “Email”

Configuring Attributes: WorkRamp requires 3 attributes to be passed with specific keys. To
accomplish this step, go to the “Configure Available Attributes” section and click the + until there
are 3 attribute rows. Configure the rows will with the following Attribute Value (drop down) to

the corresponding Attribute Key (text):

Email => email
First Name => first_name
Last Name => last_name



Configuring WorkRamp for a new IDP

WorkRamp requires 3 values from Allbound to configure in the WorkRamp SSO settings.

X509 Certificate: This value is available in Allbound once you create the connection in SSO

settings. The following is an example of what WorkRamp will need:

MIIDoDCCAo1gAwIBAgIGAWonDGNhMAOGGCSqGSIb3DQEBCWUAMIGQMQswCQYDVQQGEWIVUZETMBEGAIUECAWKQ
2FsaWZvcm5pYTEWMBQGA1UEBWWNU2FUIEZYYW5jaXNjbzENMASGA1UECGWET2t0YTEUMBIGAIUECWWLUINPUH
JvdmlkZXIXETAPBgNVBAMMCGFsbGJvdW5kMRwwGgYJKoZIhvcNAQkBFg1pbmZvQGOrdGEuY29tMB4AXDTE5SMDQ
xNFE2NDcwN1oXDTI5SMDQxNjE2NDgwN LowgZAxCzAIBgNVBAYTATVTMRMWEQYDVQQIDAPDYWxpZm9ybmlhMRYw
FAYDVQQHDA1TYW4gRnIhbmNpc2NvMQOwCwYDVQQKDARPa3RhMRQWEGYDVQQLDAtTUO9Qcm92aWRlc jERMABGA
1UEAWWIYWxsYm91bmQxHDAaBgkqhk 1GOwOBCQEWDWLuZm9Ab2tOYS5jb20wggEiMAOGCSqGS Ib3DQEBAQUAAS
IBDwAWggEKA0IBAQDUG51MQ/CB3Mj6UjGIVACh72Mv/ /k4U+Uel /NA/knJJOH60TI jdybus8X4gb1YyegIEhYGO
R2Zfr+0wdvDuK+77Rur®/gehbvnId5d9BHBrdFYhhR5taGY61GtHTGfgbWn6/bdQvUPSLINPal4jfynp3skf/
T1kUKYKUVINzZLp7NM11C9pFJOKR7GvwNpD79dbn/0zNbQOzua2tr8HT+B6 1bOULLZACRAM38vFVNISbQoR6+a
tz/ZT8Th82167593tCK77QXZvOBVKXDGLkwOHhue31q12Yj7yNLDexkmy1iRYSNn+LhV7uemzCWCBVKGrwoVn

0od1lvh8IS53HZ1mk47zLvoP4qrHmnR7sRIWhoDVAL5YDL12hx60]e8=

Entity(Issuer) ID: This value is your Allbound portal URL.

Example: https:/myportal.allbound.com/

*NOTES**

- Include the forward slash (“/”) at the end of the URL.
- If you have a custom domain implemented, you may use the custom domain as the

Entity ID.

Single Sign On/Single Logout URL: This value is your Allbound portal URL.

Example: https:/myportal.allbound.com/

*NOTES**

- Include the forward slash (“/”) at the end of the URL.
- If you have a custom domain implemented, you may use the custom domain as the

Entity ID.


https://myportal.allbound.com/
https://myportal.allbound.com/




